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Abstract: This study will title commercial companies' legal protections 

against developing risks associated with the use of AI technology for their data. This 

research includes a comparative analysis of current Iraqi law and the EU's General 

Data Protection Regulation to evaluate how well traditional and specific Iraqi laws 

will protect against new forms of algorithmic digital threats (such as: black box 

issues, trade secret leaks through reverse engineering, and data corruption) in 

comparison to the rigorous protections and principles set forth by the European 

legislature; and to compare liability and privacy laws from a comparative analytical 

perspective. The research reached several conclusions, the most notably is the 

existence of a deep legislative and structural gap in Iraqi law, which renders the 

general rules insufficient to establish the fault and determine the civil and criminal 

liability for algorithmic damages, in addition to the absence of preventative 

measures and specialized oversight. The study concluded with a set of 

recommendations, the most important of which was the need for the Iraqi legislature 

to draft a unified and advanced data protection law that regulates the dimensions of 

Artificial Intelligence (AI) and codifies the right to interpretation and human 

oversight. It also recommended the establishment of an independent national body 

for digital data governance and urged companies to voluntarily adopt self-

compliance strategies. 
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Аннотация. Настоящее исследование посвящено вопросам правовой защиты 

данных коммерческих компаний от возрастающих рисков, связанных с использованием 

технологий искусственного интеллекта. В работе проводится сравнительный анализ 

действующего законодательства Ирака и General Data Protection Regulation (GDPR) 

Европейского союза с целью оценки эффективности традиционных и специальных 

правовых норм Ирака в противодействии новым видам алгоритмических цифровых угроз, 

таким как проблема «чёрного ящика», утечка коммерческих тайн посредством обратного 

инжиниринга и повреждение данных. Кроме того, исследование рассматривает вопросы 

ответственности и защиты конфиденциальности с позиции сравнительно-правового 

анализа. В ходе исследования был сделан ряд выводов, наиболее важным из которых 

является наличие существенного законодательного и институционального пробела в 

иракском праве. Данный пробел делает общие правовые нормы недостаточными для 

установления вины и определения гражданско-правовой и уголовной ответственности за 

ущерб, причинённый алгоритмическими системами. Также выявлено отсутствие 

превентивных механизмов защиты и специализированного надзорного регулирования. По 

результатам исследования сформулирован ряд рекомендаций. Наиболее важной из них 

является необходимость разработки и принятия в Ираке единого современного закона о 

защите данных, регулирующего вопросы применения искусственного интеллекта и 

закрепляющего право на объяснение алгоритмических решений, а также право на 

человеческий контроль. Кроме того, рекомендуется создание независимого национального 

органа по управлению цифровыми данными и стимулирование коммерческих компаний к 

добровольному внедрению механизмов внутреннего комплаенса и саморегулирования. 

Ключевые слова: защита данных; коммерческие компании; искусственный 

интеллект; GDPR Европейского союза; законодательство Ирака; алгоритмическая 

ответственность. 
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Introduction 

Today, we are experiencing a digital transformation that is changing how 

companies operate and conduct business at all levels. This change has come about 

through the use of artificial intelligence (AI), which has not only allowed businesses 

to improve their day-to-day operations, but has also greatly increased their ability to 

collect and analyze data and assist with making investment decisions. At the same 

time, however, these same technologies present serious cybersecurity and legal 

issues with respect to protecting the core asset of a company — its data — and can 

be considered an intangible capital asset and a competitive advantage for a company, 

which must be legally protected from breaches, data leakage, or improper or 

unauthorized use of AI algorithms by third parties. Therefore, the danger of AI is its 

ability to rapidly process very large amounts of data using machine learning and 

deep learning models, resulting in possible breaches of trade secrets, breaches of 

customers’ personal data, and breaches of intellectual property owned by companies. 

As the digital landscape continues to rapidly progress, both national and 

international legal systems are forced to revise their legal frameworks to effectively 

respond to the risks emerging from this transition while also ensuring that they have 

a level playing field for commercial innovation and ensuring protection of corporate 

data security . 

The European Union's General Data Protection Regulation (GDPR) 

represents one of the toughest and broadest legal regulatory system for data privacy. 

GDPR has established definitive rules around how organisations must prevent the 

generalised usage of automated decision making and to limit the risks created out of 

entirely automated decision making, while also providing organisations with very 

specific requirements in relation to protecting the confidentiality of personal data, 

under the threat of significant financial penalties. Rather than establishing a modern 

legislative framework that correlates to the modern digital transformation of the 

business community; the legislature in Iraq appears to continue to abide by outdated 
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traditional laws (for example, the Penal Code and the Commercial Code) and 

modern legislative frameworks such as legislative provisions related to cyber crime 

and data privacy. In terms of the fit and adaptability of the laws in Iraq to effectively 

deal with the new generation of sophisticated risks that are not defined by a 

geographical boundary, Iraq's existing legal framework raises significant concern . 

This study is significant because of its relevance to the changing nature of the 

business world, which is undergoing a digital transformation. The study provides a 

comparative analysis that helps to combine different countries’ laws into one set of 

laws, as well as giving a basic perspective to benefit businesses’ administrative and 

legal decision-makers. 

In order to accomplish its objective, the study will use a comparative analysis 

as an analytical tool; this will involve analysing the Iraqi legislative framework's 

legal texts and comparing them to the European general data protection regulation's 

(GDPR) rules and principles. The comparison will allow for the identification of 

strengths and weaknesses in each regulation, which could then lead to 

recommendations that help create a secure and sustainable legal environment for 

commercial businesses in light of technological developments.. 

Section One: The Conceptual Framework and Emerging Risks of 

Artificial Intelligence on Business Data 

The First Requirement: The Nature of Business Data and its Investment 

Importance in the Age of Artificial Intelligence 

First: Defining Business Data : 

In today's digital environment, data has become the lifeblood of the economy 

and the business world. Once simply a byproduct of business, it now serves as a 

strategic asset and an equal source of wealth to physical capital. Within the 

environment of artificial intelligence, the data used in the creation of algorithms has 

been greatly enhanced, due to the fact that it serves as the "food source" for 

algorithms, allowing them to predict future outcomes and make investment 

decisions. To determine how the data is protected legally, it is first necessary to 



_________________________________________________________ 

"Мировая наука" №6(111) 2026                                  science-j.com 
 

consider "business data" and then separate it by three primary classifications: (1) 

purely business data, (2) customer/consumer data, and (3) trade secrets. Each of 

these categories has different levels of legal protection and different responsibilities 

for protecting that data. (Al-Jubouri; 2025, 97). 

1. Company Commercial Data: Commercial data encompasses all types of data 

that have been created or accumulated by an entity throughout the course of its 

normal activity. This can include information on a company's structure/operation, 

organizational data and financial data. Examples of commercial data are cash 

flow plans, supply chain data, performance reports, and logistics inventory.. 

Artificial Intelligence Perspective: The algorithm uses this data within RPA 

systems as well as in predictive models, which allows the organization’s senior 

management to make cost reductions, predict financial crises before they happen and 

enhance their ability to allocate resources efficiently. The data is exclusively owned 

by the Organization and is legally protected from commercial and intellectual 

property law. (Omar; 2024, 69). 

2. Customer Data: All digital data that discloses either are identifiable as a person 

or provides Business with knowledge and insight about the behavior of 

individuals doing business with the Operational Unit includes this Digital Data. 

Examples of this Digital Data are names of individuals, IP addresses, purchase 

history, preferences, and credit and bank account information. The use of this 

Digital Data is generally limited to Business use, but may also have legal 

implications related to individual privacy. . 

From an AI perspective: Machine learning algorithms that use customer data 

are often the most valuable target of machine learning models because they use 

behavioral profiling to deliver personalized advertisements and help businesses 

predict what people want to purchase. The very nature of customer data is a hybrid 

between a company's property (commercial) and a private source of personally 

identifiable information (personal data) that complicates any attempt to develop 

appropriate legal standards. As such, businesses have a dual responsibility to protect 
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this type of data in order to avoid loss or damage as a business asset and also as a 

condition of compliance with privacy regulations (such as GDPR), which can carry 

significant penalties. (Al-Zubaidi; 2024, 224). 

3. Trade Secrets: The most valuable and highly protected type of business 

information is the trade secret. Legally speaking, a trade secret is defined as the 

following: information about operation, product or service development, or other 

commercial, technical or organizational aspect that is not generally known to 

others involved in the same type of industry as the company developing the 

information; the information is valuable to the company because it is kept 

confidential; the company has taken reasonable steps to keep the information 

confidential; and the information would be damaging to the company if 

disclosed. Some examples of trade secrets would include proprietary software 

algorithms, customer lists, and chemical compositions for products. 

From an Artificial Intelligence Perspective: Trade secrets face a double 

threat. On the one hand, they represent a "competitive advantage" that the companies 

seek to protect from breaches. On the other hand, the incorporation of these secrets 

into general generative AI models (such as feeding external algorithms with 

confidential software data or plans for processing) may lead to the loss of their legal 

confidentiality and their public disclosure. Legal protection in this case is subject to 

unfair competition rules and intellectual property laws (Mansour; 2024, 73). 

Second: The Legal Nature of Data as an Intangible Asset and a 

Competitive Value for the Company 

The legal nature of data is the subject of extensive scholarly debate in 

contemporary commercial law. The data is no longer merely a technological 

resource; it has become an intrinsic economic asset with monetary value. This 

necessitates moving it beyond the traditional framework of information and 

classifying it as an "intangible asset". An intangible asset is defined as a non-material 

asset that possesses an economic value, which is identifiable and legally 

controllable, and generates future financial benefits for the organization . 
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From a jurisprudential and legal perspective, the legal nature of data as an 

asset and a competitive asset is defined by the following three main dimensions : 

1. Exclusive Ownership and Control: Traditional legal rules (such as the right of 

the ownership of physical property) struggle to encompass data because it is 

intangible and can be copied and accessed multiple times simultaneously without 

being exhausted. Therefore, modern jurisprudence tends to characterize the right 

to data as a type of "innovative intellectual property" or as an "exclusive right" 

that grants the company the power to prevent others from exploiting it 

unlawfully, thus providing it with protection under unfair competition rules (

Chagal-Feferkorn; 2024, 347). 

2. Competitive Advantage: Data represents a company's market power. 

Companies with large, organized data streams operating within stable legal 

frameworks possess a unique advantage that their competitors lack. This 

competitive advantage is clearly evident in the financial valuation of companies 

during the mergers and acquisitions, where the "databases" are valued as a key 

component of intangible assets (the physical store or digital platform) (Wachter; 

2023, 107). 

3. Protection through Contractual and Technical Obligations: Due to the fluid 

nature of data, its legal status necessitates that the companies protect it through 

two complementary means: Technical means (encryption and firewalls) and 

legal, contractual means (non-disclosure agreements (NDAs) and confidentiality 

clauses in employment and cloud service contracts) to legitimize their control 

over that data (Hacker; 2023, 590). 

Third: The Role of AI in Processing and Utilizing This Data: Predictive 

Analytics and Process Automation 

The relationship between data and AI is existential and complementary; data 

is the lifeblood, and AI is the intelligent engine that transforms that data from mere 

"silent, stored numbers" into "productive power and investment decisions". This 
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investment role is embodied in the following two main mechanisms that the modern 

commercial companies rely on : 

1. Predictive Analytics: Predictive analytics relies on the use of machine learning 

algorithms and mathematical statistics to extrapolate from historical and current 

data in order to predict future behavioral and economic events with high 

accuracy. 

Investment Impact: AI enables the businesses to move from a reactive to a 

proactive approach. For example, algorithms can analyze the consumers' past 

purchasing data to predict the demand for a particular product in an upcoming season 

or forecast a customer's likelihood of defaulting on their financial obligations 

(intelligent credit scoring). Legally, this investment raises concerns about the 

automated behavioral profiling and its legality in relation to individual rights (Al-

Hassani; 2024, 222). 

2. Process Automation: Automation in the AI era transcends the traditional 

concept of automatic data entry to what is known as Intelligent Process 

Automation (IPA). Here, algorithms can process and interpret unstructured data 

and make operational decisions based on it without direct human intervention . 

Investment Impact: Automation of supply chains, warehouses, processing returns, 

responding to customer inquiries using virtual assistants and drafting and reviewing 

commercial standard contracts are all applications for AI. Such automation has been 

shown to significantly lower operating costs, increase speed and decrease human 

error. However, complete automation of processes presents companies with 

considerable risk from a legal standpoint, especially when dealing with data 

breaches or algorithmic errors resulting in an adverse or unfair automated decision, 

leading to an increased risk of the employer having legal liability to a third party. 

(De Hert; 2023, 980). 

The second requirement: Legal and Cyber Risks of AI Technologies on Data 

Security 

First: Risks of Data and Trade Secret Leaks via Machine Learning Algorithms: 
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Deep neural networks and generative models represent a new source of 

risk due to unintentional backtraining of data. There are three primary 

ways in which unintentional backtraining can occur: 

1. When employees and engineers who work for a company input sensitive 

data into the AI system (cloud-based large language models) for either 

analysis or optimization purposes, they do so with the understanding that 

their sensitive information will be included in algorithmic weights along 

with the data continuously updated/reprocessed throughout its life-cycle. 

2. Data Reversion (Data Inversion Attacks) is an example of how a user may 

reverse engineer or develop an alternative querying method to extract 

sensitive data used to develop the model from the original training data set 

was processed for a given model user's input request. 

3. Legal Repercussions: The dissemination of data through algorithms 

deprives "trade secrets" of their most significant legal protections; notably, 

"confidentiality and reasonable safeguards." Any trade secret placed into 

the hands of a third-party algorithm results in the loss of the right to support 

by sabotage laws and leaves the business vulnerable to significant 

competitive disadvantage with little or no chance of legal recourse. (Al-

Shamarti; 2024, 319). 

Second: Feeding AI Models with Unauthorized Data and Violating Intellectual 

Property Rights 

The philosophy behind building and developing AI models relies on collecting 

astronomical amounts of data through digital scraping techniques (Web Scraping). 

This process places AI developers and users in a precarious position regarding the 

violation of intellectual property rights and privacy regulations in two ways : 

1. Infringement of moral and material rights: Databases, digital works, 

protected economic reports, and software innovations belonging to other 

commercial companies are obtained without prior licensing (unlicensed data) 

and used as training material for machine learning models. 
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2. Production of plagiarized output: Algorithms may produce outputs 

(reports, designs, and software solutions) that closely resemble or are identical 

to the original works they were trained on, constituting an infringement of 

copyright and related rights . 

3. Legal implications: This behavior raises a legal battle over the concept of 

"fair use" of data. Under this principle, companies are obligated to prove that 

the data has been used for transformative purposes and not for commercial 

reproduction. In the absence of explicit legal provisions, commercial 

companies using AI tools trained on pirated data become liable to prosecution 

for complicity in intellectual property infringement and obligated to pay 

substantial financial compensation to those affected. 

 

Third: Intelligent Cyber Threats (AI-Powered Attacks and Penetration of 

Corporate Cloud Systems) 
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