YIK: 004.89

Xynaiioepuaena I'. b., maructp, accucteHT Kadeapsbl
«Mudopmarnka U HHPOPMALHOHHBIE TEXHOJIOT N
MockoBckuii [lommrexHu4ecKuil Y HUBEPCUTET,

Poccusi, r. MockBa

Ko:xxyxos /I. A., marucrp, accucteHT kKadeapbl
«MHpopMaTHKa 1 MH(POPMALMOHHBIE TEXHOJIOTUH»
MockoBckuii [losmmrexHu4ecKuid Y HUBEPCUTET,

Poccusi, r. MockBa

ITumenkoBa A. A., ctyneHT-0akanaBp kadeapsbl
«HpopMaTHKa 1 MH(POPMALMOHHDBIE TEXHOJIOIUH»
MockoBckuii [lomuTexHu4ecKuil Y HUBepCcHUTeT,

Poccus, r. MockBa

HEWPOMOP®HBIE UU-TIPOIIECCOPHI 151
IHEPTO®PEKTUBHOI'O AHAJIM3A JIOI'OB B EDGE-
NHO®PACTPYKTYPE

Annomayun: Hccnedyemca nomeHyuan  HeupoMOp@HuIX — npoyeccopos O
IHeP2OIPPeKkmusHo20 anaruza 10208 U MOHUMOPUH2A NPOU3BOOUMENTbHOCMU 6 edge-
ungpacmpykmype. Ananusupylomcs 02paHuyeHusi MpaouyUOHHbIX —apxumekmyp  ¢oH
Heitimana npu obpabomke nomokoevlx OAHHbIX 6 YCI0BUSX PECYPCHLIX O0SPAHUYEHULL.
ObocHosvisaemcs yenecoodpasHocmsy npumeHerus cnatikosvlx Heupounwvlx cemeil (CHC) ons
PACNO3HABAHUA AHOMANULL 8 102aX HA YpoeHe ycmpoucms. Paccmampuearomes npunyunsi
DYHKYUOHUPOBAHUSL HEUPOMOPEPHBIX YUNOB, GKIIOYASL ACUHXPOHHYIO 00pabomky codvimutl,
HU3KYIO CIMAmMu4eckylo MOWHOCMb U 00yYeHue HA OCHO8e NIACMUYHOCMU CUHANCOS.
Hoxkazvieaemcs, umo HelpomMopHvle cucmemvl CHOCOOHbI Obecneuums NOCMOSAHHbIU
MOHUMOpUHZ 6e3 nepeodauu CulpblX OAHHLIX 6 00]aKO, COKpaAwas 3a0epicKu U
oHepeozampamul. Boeisenen Oeguyum uccredosanuti no adanmayuu  HeUpoOMOophHbIX

npoyeccopog K 3a0auam amaiusa 10208 6 edge-cpedax. Pesynbmamvl ykaswvieaiom Ha
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nepcneKmueHocnb 0aHH020 Hanpaeierus ons KpumudHslx K 3Hep20n0mpe6ﬂeHui0

npuMeHeHUll.

Knrouesvie cnosa: Heiipomopghuvie npoyeccopul, edge-8bluucienus, aHaiu3 10208,
9Hep20IhPexmusHoCms, Cnalikosvie HeUPOHHblEe Cemu, pecypcooZpanuierHtblie YCmpoucmad,

pacnpeoeneHHblll MOHUMOPUHE.
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NEUROMORPHIC AI PROCESSORS FOR ENERGY-EFFICIENT LOG
ANALYSIS IN EDGE INFRASTRUCTURE

Annotation:The potential of neuromorphic processors for energy-efficient log
analysis and performance monitoring in edge infrastructure is being investigated. The
limitations of traditional von Neumann architectures in processing streaming data under
resource constraints are analyzed. The expediency of using spike neural networks (SNN) to

detect anomalies in logs at the device level is substantiated. The principles of functioning of
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neuromorphic chips are considered, including asynchronous event processing, low static
power, and learning based on synapse plasticity. It is proved that neuromorphic systems are
able to provide continuous monitoring without transferring raw data to the cloud, reducing
delays and energy consumption. There is a shortage of research on the adaptation of
neuromorphic processors to log analysis tasks in edge environments. The results indicate the

prospects of this area for energy-critical applications.

Keywords: neuromorphic processors, edge computing, log analysis, energy efficiency,

spike neural networks, resource-limited devices, distributed monitoring.

BBenenue

Pacnpoctpanenue Murepuera Bewei (IoT) u edge-Bpiunciaenuit cozgaet
NOTPeOHOCTh B JIOKAJIbHOW 00pabOTKE MJaHHBIX Ha YCTPOMCTBaX ¢
OTpaHUYECHHBIMU BBIYUCIUTEIBHBIMU PECYPCAMU M aBTOHOMHBIM NuUTanuem [1].
TpaguuroHHBIE METOABI aHANIM3a JIOTOB, OCHOBAaHHBIE HAa ILEHTPAJU30BAHHOU
o0paboTke B 00OJIake, HEMPUMEHHUMBI g edge-yCTpOWCTB W3-3a BBICOKHX
3a/iep’KeK, 3aTpaT Ha Iepenady JaHHbIX u gedurura  dHepruu  [2].
HeiipoMmopdHbie mpoiieccopbl, UMUTUPYIOIINUE CTPYKTYPY U MPUHILUIBI PAOOTHI
OMOJIOTUYECKUX HEHUPOHHBIX CHUCTEM, MpeAJiaraloT ajJbTEPHATUBHBIM MOAXOM K
pelIeHuo JaHHo# mpoobiemsl [3]. Mx kitoueBoe NperuMylIecTBO 3aKII0YAEeTCs B
DKCTIOHCHITMAJILHO 0oJiee HHU3KOM JHEpromorpebieHun Tpu  00pabdoTke
MOTOKOBBIX, 3allyMJIEHHBIX JAHHBIX MO CPABHEHUIO C (POH-HEMMAHOBCKUMU
apxutektypamu [4]. AKTyaabHOCTh HMCCIIEIOBAHUSI O0YCIIOBJIEHA OTCYTCTBUEM
CUCTEMATUYECKUX palOT, MOCBSIICHHBIX MPUMEHEHUIO HEHPOMOP(HBIX CUCTEM
JUIs aHallu3a JIOTOB HEMOCPEACTBEHHO Ha edge-ycTpoHCTBax, HECMOTps Ha

pacTyluil UHTEpeC K 00EUM TEXHOJIOTUSIM.

IIpo6aembl anaM3a JIOroB B edge-nH(ppacTpyKType

Edge-ycTpoiicTBa, Takue Kak NPOMBIIUIEHHBIE CEHCOPBl, KaMephbl
BUJICOHAONIO/IEHUSI WM TEJIEMaTUYEeCKUE MOJYJIM, T€HEPUPYIOT OOBbEMHBIE
MIOTOKH JIOTOB, OTPAXKAIOIINX UX COCTOSHHE, TPOU3BOAUTEIBHOCTh M COOBITHUS

6e3omacHoctu [5]. LlenTpann3oBaHHBIM COOp M aHANU3 ITHX JAHHBIX TPEOYIOT

"MupoBas Hayka' Ne§ (101) 2025 science-j.com



3HAYMTEIBPHOM TMPONMYCKHOW CIOCOOHOCTH CETH M CO3Jal0T  3aJICPXKKH,
HempueMIIeMble JJI CUCTEeM pealibHOro BpemeHu [6]. JlokanpHas oOpaboTka Ha
MUKPOKOHTpPOJIJIEpAX  OTPaHUYEHA  BBIYUCIUTEIBHONM  MOIIHOCTBIO |
sHepreTnyeckuM OromkeToM [7]. CymiecTBYrOIIEE alrOpUTMbl MAITHHHOTO
oOy4eHus IJi aHaIn3a BPEMEHHBIX PSII0B, BKJIIOYasi pEKYPPEHTHbBIE HEUPOHHbIE
cetu (PHC), o006manaioT BBICOKON  BBIYMCIMTEIBHOM  CIOXKHOCTBIO U
HPHEProeMKOCThI0 TIpu HuH(pepeHce [8]. DTo genaeT HEBO3MOXHBIM —HX
MOCTOSTHHOE HCIIOJHEHUE Ha TUIMHUYHBIX edge-ycTpoicTBax 0e3 4acToil 3aMEHbI
HMCTOYHUKOB MUTAHUS.
APXUTEKTYpPHbIE NPUHLIMIBI HEHPOMOP(QHBIX IPOLECCOPOB

HeiipoMopdHubie mporieccopsl peamu3yroT MNPUHIUIBI ACUHXPOHHOM,
COOBITHITHO-YITPABIISIEMOM 00paboTku uHbOpMAIIHH, CBOMCTBEHHBIE
OMOJIOTMYECKUM HEHpPOHHBIM ceTsaM [9]. BrluncinurenbHble  SJIEMEHTHI
(HEHpOHBI) KOMMYTHUPYIOTCS U€pe3 CHHANChl C PEryJupyeMbIM BECOM.
Nudopmanust koaupyeTcss BpeMEHEM MpUXO0ja CHNAaWKOB (MMITYJIbCOB), a HE
BenuunHor Hampspkenust [10]. Tlamsate u 0O6paboTka pacripeneseHbl Mo Bcei
ceTu, 4to ycrpaHser "OyTteuiounoe ropio" ¢oun Helimanma mpu poctyme K
nanabiM [11]. CoBpemeHHble peanusaruu, Takue kak IBM TrueNorth, Intel
Loihi nmu SpiNNaker, ucnosb3yroT cnelMan3upOBAHHbBIE KPEMHUEBBIE CXEMBbI
WM MEMPHUCTOPHBIE KPOCCOAPHI I SMYJISIIUN CUHANTUYECKON TIACTUIHOCTH
[12]. OHeprosdPexkTUBHOCTh JOCTUTAETCA 3a CUET OTCYTCTBUS TJ100aIbHOU
CUHXPOHM3ALMK: AKTUBHOCTh BO3HMKAET TOJIBKO MPU MOCTYIUICHUU BXOJIHBIX
CIaliKOB, a CTATHYECKOE dHEepronorpedaeHne MUHUMaIbHO [13].
IIpeumyuiecTea HeMPOMOP(HBIX MPOLECCOPOB /ISl AHAIMU3A JIOTOB

Jlorm edge-ycTpolicTB  00Jamal0T  CTPYKTYpPOH, COBMECTHMOM ¢
npuHimnamu oopabotku B CHC. TlocnenoBaTenbHOCTH COOBITHIT MOTYT OBITH
npeoOpa3oBaHbl BO BpEMEHHbIE psijbl cnaiikoB [14]. 3agaun aHanu3a JIOroB —
JCTEKTUPOBAHUE aHOMAJMH, KiIacCU(UKAIMS COCTOSHUM, MpejcKka3aHue cOoeB
— CBOJATCSA K pAaclO3HaBaHUIO IMPOCTPAHCTBEHHO-BPEMEHHBIX MATTEPHOB B

atux psaax [15]. CHC neMOoHCTpUPYIOT BBICOKYIO 3(PHEKTUBHOCTD MpU padoTe C
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noJOOHBIMM ~ marTepHaMu  Ojarojapss BpPEeMEHHOMY  KOJHWPOBAHHUIO U
BO3MOYKHOCTSIM OOy4eHHsI Ha OCHOBE IuiacTuyHocTH, Hanpumep, STDP (Spike-
Timing-Dependent  Plasticity) [16]. DKCNEPUMEHTAIbHbIE  JaHHbIC
noJATBepkaaoT, uto sHepromnoTpedienne CHC npu uHbpepeHce Ha MOPSAKH
HIDKE, YEM Y DKBUBAJEHTHBIX IO TOYHOCTH TpaauumoHHbix MN-monenen [17].
OTO TMO3BOJISIET HMHTErPUPOBATH HeHpomopdHbIE comporeccopel B edge-
YCTPOMCTBA ISl TOCTOSIHHOTO (DOHOBOTO MOHHUTOpPUHTA 0€3 meperpys3ku

sHeprocuctemsl [18].

HNurerpanus B edge-uHppacTpykrypy

HeiipoMopdHbIii MOysib aHaIM3a JIOTOB MOXKET (PyHKIIMOHHPOBATH KaK
comporieccop ocHoBHoro CPU yctpotictBa [19]. IIpeno6paboTka ChIpBIX JIOTOB
(mapcunr, GuiIbTpalUMs) OCYIIECTBIAETCS TPAJULIUOHHBIMU  CPEICTBAMHU.
CdopmupoBaHHbIE  BpPEMEHHBIE  psibl  MPEOOpa3yloTcsi B CIANKOBBIC
MOCJICIOBAaTEILHOCTH W TOAAIOTCS Ha BXoJa HeWpoMmopdHou cetn [20].
OOy4eHHast CeTh ACTEKTUPYET 3aJlaHHbIC MATTEPHBI (HAIpUMEp, MPU3HAKKU cOO0s
WJIM aTaKv) U TeHePUPYET BBIXOJHOM CMalK Mpu uX oOHapy>KeHUH. TOIbKO 3TO
COOBITHE WJIM CXaThlii oOTYeT TpedyeT Tepelayd Ha BEPXHUU YpPOBEHb
uHpactpyktypel  [21]. Takas  apXuTeKTypa MHUHUMH3UPYET  OOBEM
MepeIaBacMbIX JAHHBIX W SHEPro3aTPaThl HA CBsI3b — HAMOOJIEE PECYPCOEMKYIO
onepauuto s [oT [22]. Pecypchl obsaka UM peruoHaIbHBIX CEPBEPOB MOTYT
UCIIOJIB30BaThCA ISl MEPUOJUUYECKOr0 MEPeoOyUYeHUs WIIM TOHKOW HACTPOMKHU
mozener CHC c¢ mocnepyromieir 3arpy3koil koHdurypamuu BecoB Ha edge-

ycrporcrtna [23].

HanpagJjieHusi MCC/1eIOBAHUIA M OTPaHUYEHUSA

HecMoTpst Ha MepCIIeKTUBHOCTD, Pa3BepThIBAHUE HEHPOMOP(HBIX CHCTEM
JUIS  aHaiW3a JIOTOB CTAJIKMBAeTCS C BBI30BaMH. [peOyrOTCS METOIbI
s pexkTrBHOTO TIpeoOpa3oBaHus Pa3HOPOJHBIX JAHHBIX JIOTOB B CIAHWKOBBIC

npeactasienust [24]. OOyuenue CHC octaeTcs Cl0XXHOM 3amadeit wu3-3a
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HeauhepeHIUPyEeMOCTH — CHAWKOB;  HEOOXOAMMBI  CIICIMAIU3HPOBAHHBIC
QITOPUTMBI, TAKUE KaK 00y4YeHUE Ha OCHOBE IpaJiieHTa CypporaTHON (yHKIUU
[25]. AnmapaTHas HE3pENOCTb NPOSABISIETCS B OrPAHMYEHHOM MaciuTade
CYIIECTBYIOIMIUX HEUPOMOP(HBIX YUMOB M CIOKHOCTH WX WHTETpAIlUU C
pacnpoCTpaHEHHBIMU edge-mnarpopmamu [26]. OTCYyTCTBYIOT
CTAHJAPTU3UPOBAHHBIE  HUHCTPYMEHTBHI  Pa3pabOTKU W OTJIAAKU  JJis
HEUpOMOP(HBIX TPUIOKEHUN aHanMW3a BpPEeMEHHBIX psjgoB [27]. usa
MIPEOIOJICHUS ITUX OaphePOB TPEOYIOTCS MEXKIUCHUILUIMHAPHBIC MCCIIEI0BaHUs
Ha CTBIKE alapaTHOTO OOECIeYeHUs, TEOPUU HEUPOHHBIX CETEH M CUCTEMHOTO

IIPOrPaMMHPOBAHUSI.

3akioueHue

[IpumeneHnue HelpoMOp@HBIX MPOIECCOPOB MJIsl aHAIM3a JOroB B edge-
HHOPACTPYKTYpPE MPEIACTABISAET COOOM MEPCHEKTHBHBIA MyTh K JOCTHKCHUIO
AKCTpeMaTbHOM 2HEProddPpekTuBHOCTH. ApXxuTekTypHble ocooenHoctn CHC —
ACUHXPOHHOCTh, COOBITMHHOCTB, pacHpe/eiCHHAass NMaMATh W BBIYUCICHUS —
COTJIacyIOTCS ¢ TpeOOoBaHMSIMH K 0OpabOTKE ITOTOKOBBIX JAHHBIX JIOTOB Ha
YCTPOMCTBAXx ¢ OTrpaHHMYCHHBIMH pecypcamu. CIocOOHOCTh paclio3HaBaTh
CIIOXKHBIE  MPOCTPAHCTBEHHO-BPEMEHHBIE TATTEPHBI TPH  CBEPXHHU3KOM
DHEPromoTPEONICHNH  JIeJTaeT  HEUpOMOp(HBIE  CHUCTEMBl  YHHKAJIbHBIM
WHCTPYMEHTOM JIJIS 33/1a4 IMOCTOSTHHOTO MOHUTOPWHTA MPOU3BOAUTEIILHOCTH U
6e3omacHocTH. KiTIOYEBBIM CIEACTBUEM SIBISICTCS BO3MOXKHOCTH pean3alliu
HEMIPEPBIBHOTO  aHalIM3a HEMOCpPeACTBEHHO Ha edge-ycTpoiicTBax  0e3
3aBUCUMOCTH OT O0OJIaYHOW WH(PACTPYKTYPhl, YTO KapJWHAJIBLHO CHIKACT
3QJIEp)KKH M 3aTpaThl Ha mepeaady MaHHbIX. OCHOBHBIMH HaIlpaBIICHUSAMU
TaTbHEHIINX HMCCIICIOBAHUHN JIOJDKHBI CTaTh pa3paboTKa CHEIUaTIn3upOBaHHBIX
QITOPUTMOB MPEOOpa30BaHMSA JIOTOB B CHAHKOBBIE IOCIICIOBATEIHLHOCTH,
co3nanue 3 dextuBHBIX MeTon0B 00yueHuss CHC miis 3amad neTeKTUpOBAHUS
aHOMAJIMH, a TaKkKe TPEOJOoJICHUE aIllapaTHO-MPOTPAMMHBIX OTPaHHYCHUN

COBPEMEHHBIX HEHPOMOPPHBIX MIATPOPM.

"MupoBas Hayka' Ne§ (101) 2025 science-j.com



CIIUCOK JIMTEPATYPbI:

1. Satyanarayanan M. The Emergence of Edge Computing // Computer.
2017. Vol. 50, Ne 1. P. 30-39.

2. Mahmud R. et al. Applications of Deep Learning and Reinforcement
Learning to Biological Data // IEEE Transactions on Neural Networks and
Learning Systems. 2018. Vol. 29, Ne 6. P. 2063—2079.

3. Schuman C. D. et al. Opportunities for neuromorphic computing
algorithms and applications // Nature Computational Science. 2022. Vol.
2, Ne 10. P. 10-19.

4. Mehonic A., Kenyon A. J. Brain-inspired computing needs a master
plan // Nature. 2022. Vol. 604, Ne 7905. P. 255-260.

5. Shi W. et al. Edge Computing: Vision and Challenges // IEEE Internet of
Things Journal. 2016. Vol. 3, Ne 5. P. 637-646.

6. Kaur K. et al. Edge Computing in the Industrial Internet of Things
Environment: Software-Defined-Networks-Based Edge-Cloud Interplay //
IEEE Transactions on Industrial Informatics. 2021. Vol. 17, Ne 8.

7. Almeida M. et al. Challenges in Embedded Machine Learning // Journal
of Low Power Electronics and Applications. 2021. Vol. 11, Ne 3. P. 30.

8. Horowitz M. 1.1 Computing's energy problem (and what we can do about
it) // 1IEEE International Solid-State Circuits Conference Digest of
Technical Papers (ISSCC). 2014. P. 10-14.

9. Mead C. Neuromorphic electronic systems // Proceedings of the IEEE.
1990. Vol. 78, Ne 10. P. 1629-1636.

10.Maass W. Networks of spiking neurons: The third generation of neural
network models // Neural Networks. 1997. Vol. 10, Ne 9. P. 1659-1671.

11.Furber S. B. Large-scale neuromorphic computing systems // Journal of
Neural Engineering. 2016. Vol. 13, Ne 5. 051001.

12.Davies M. et al. Loihi: A Neuromorphic Manycore Processor with On-
Chip Learning // IEEE Micro. 2018. Vol. 38, Ne 1. P. 82-99.

"MupoBas Hayka' Ne§ (101) 2025 science-j.com



13.Merolla P. A. et al. A million spiking-neuron integrated circuit with a
scalable communication network and interface // Science. 2014. Vol. 345,
Ne 6197. P. 668—673.

14.Tavanaei A. et al. Deep learning in spiking neural networks // Neural
Networks. 2019. Vol. 111. P. 47-63.

15.Zhao D. et al. Spiking Neural Networks for Anomaly Detection in
Streaming Data // Neural Processing Letters. 2022. Vol. 54. P. 1-20.

16.Diehl P. U., Cook M. Unsupervised learning of digit recognition using
spike-timing-dependent  plasticity // Frontiers in Computational
Neuroscience. 2015. Vol. 9. 99.

17.Schuman C. D. et al. A Survey of Neuromorphic Computing and Neural
Networks in Hardware // arXiv preprint arXiv:1705.06963. 2017.

18.Christensen D. V. et al. 2022 roadmap on neuromorphic computing and
engineering // Neuromorphic Computing and Engineering. 2022. Vol. 2,
Ne 2.022501.

19.Frenkel C. et al. A 0.086-mm? 12.7-pJ/SOP 64k-Synapse 256-Neuron
Online-Learning Digital Spiking Neuromorphic Processor in 28-nm
CMOS // IEEE Transactions on Biomedical Circuits and Systems. 2019.
Vol. 13, Ne 1. P. 145-158.

20.Moradi S. et al. A Scalable Multicore Architecture With Heterogeneous
Memory Structures for Dynamic Neuromorphic Asynchronous Processors
(DYNAPs) // IEEE Transactions on Biomedical Circuits and Systems.
2018. Vol. 12, Ne 1. P. 106—-122.

21.Tang G. et al. Edge Intelligence: From Computational Paradigms to
Hierarchical Deployment // IEEE Network. 2021. Vol. 35, Ne 5. P. 221
227.

22.Lin J. et al. A Survey on Internet of Things: Architecture, Enabling
Technologies, Security and Privacy, and Applications // IEEE Internet of
Things Journal. 2017. Vol. 4, Ne 5. P. 1125-1142.

"MupoBas Hayka' Ne§ (101) 2025 science-j.com



23.Neftci E. O. et al. Surrogate Gradient Learning in Spiking Neural
Networks: Bringing the Power of Gradient-Based Optimization to Spiking
Neural Networks // IEEE Signal Processing Magazine. 2019. Vol. 36, Ne
6. P. 51-63.

24 Wu Y. et al. Spatio-Temporal Backpropagation for Training High-
Performance Spiking Neural Networks // Frontiers in Neuroscience. 2018.
Vol. 12. 331.

25.Zenke F., Ganguli S. SuperSpike: Supervised Learning in Multilayer
Spiking Neural Networks // Neural Computation. 2018. Vol. 30, Ne 6. P.
1514-1541.

26.Pei J. et al. Towards artificial general intelligence with hybrid Tianjic chip
architecture // Nature. 2019. Vol. 572, Ne 7767. P. 106—-111.

27.Rhodes O. et al. sPyNNaker: A Software Package for Running PyNN
Simulations on SpiNNaker // Frontiers in Neuroscience. 2018. Vol. 12.

816.

"MupoBas Hayka' Ne§ (101) 2025 science-j.com



